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It is important to manually configure WPA2-Enterprise for your wireless network
profile in Windows Vista and Windows 7. You must not be in the process of
associating to the SSID because the configurations will not save correctly. Follow the
steps below to configure WPA2-Enterprise.

1. In Windows, navigate to Control Panel > Network and Internet > Network and
Sharing Center.

2. Click Manage Wireless networks.
3. Click Add.

4. Choose Manually create a network profile.

B Manage Wireless Networks - o ] B4
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Q i\__jv ijj] - Control Panel ~ Network and Internet ~ Manage Wireless Networks hd m I Search Manage Wireless Networks r

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profile types  Metwork and Sharing Center @

uill Manually connect to a wireless network ] ;lglil =

O "' Manually connect to a wireless network

How do you want to add a network?

E. Manually create a network profile
S This creates a new network profile or locates an existing network and saves a profile for

~ the network on your computer. You need to know the network name (55ID) and security Automatically connect
key (if applicable).
% Create an ad hoc network Automatically connect

&§, This creates a temporary network for sharing files or an Internet connection
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Pour les demandes du support, veuillez ouvrir une demande a I’adresse suivant : https://duocable.freshdesk.com
vous pouvez également nous contacter par téléphone au (514) 319-0173 ou (833) 319-0173
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5. On the next page, enter the following:

Network name: This is the SSID name. It is case sensitive.

Security type: Choose WPA2-Enterprise.

Encryption type: Choose AES.

Check Start this connection automatically if you want Windows to connect to this
network automatically.

Check Connect even if the network is not broadcasting if the SSID is hidden and
you want Windows to connect to this network automatically.

6. Click Next.

Al Manually connect to a wireless network o ]

6 ' Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: | Meraki - WPAZ

Security type: IWF‘M -Enterprise j

Encryption type: IAES j

Security Key: | [T | Hide characters

¥ Start this connection automatically

[« Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Mext I Cancel

If the RADIUS server has a certificate that may not be trusted by the wireless client
or is not a member of the domain in which the RADIUS server resides, on the
"Successfully added" page, click Change connection settings.

7. Choose the Security tab.

8. Click Settings.

9. Uncheck Validate server certificate if the wireless client may not trust the
RADIUS server certificate.

Pour les demandes du support, veuillez ouvrir une demande a I’adresse suivant : https://duocable.freshdesk.com
vous pouvez également nous contacter par téléphone au (514) 319-0173 ou (833) 319-0173
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When connecting:

—I" Walidate server certificate:
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I Conneck ba these servers;

Trusted Boot Certitication Authaorities:
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[ corp-sFODCO1A-CA _|;|
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I Donct prompt user to authorize new servers of frusted
certification autharities,

e
[ ealtimore CyberTrust Roat j

Select Authentication Method:

ISEELIFEIj password (EAP-MSCHAR v2) j Configure... |

¥ Enable Fast Reconnect
[™ Enforce Network Access Protection

™ Disconnect if server does not present cryptobinding TLY
[ Enable Identity Privacy I

Ok I Cancel

10. For the Authentication Method, choose EAP-MSCHAP v2.

11. Click Configure.

DuoCable...

12. Uncheck Automatically use my Windows logon on name and password if

the computer is not on the domain.

Pour les demandes du support, veuillez ouvrir une demande a I’adresse suivant : https://duocable.freshdesk.com
vous pouvez également nous contacter par téléphone au (514) 319-0173 ou (833) 319-0173
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Protected EAP Properties _
EAP MSCHAPv2 Properties x|

When connecting:

I Automatically use my Windows logon name and
%passwmd {and domain if army).

bk =i _:,
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Select Authentication Method:

ISElrured password (EAP-MSCHAP v2) j Configure... |

W Enable Fast Reconnect
[” Enforce Metwork Access Protection

13. Click OK.

Pour les demandes du support, veuillez ouvrir une demande a I'adresse suivant : https://duocable.freshdesk.com
vous pouvez également nous contacter par téléphone au (514) 319-0173 ou (833) 319-0173
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